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	1.
BACKGROUND


1.1 The Pension Regulator recommends that the pension scheme manager must establish and operate adequate internal controls that enable them to manage the risks that relate to the scheme.  The scheme should also have a process to identify, evaluate and manage risks on an ongoing basis.
1.2 The Pension Risk Register is a key document to identify areas of risk, identifying appropriate actions to mitigate this risk and to manage the process.  The document is a live document, continually being updated and reviewed.
	2.
REPORT



Review of Risk Register
2.1
At the meeting of the Pension Board on 31 October 22, it was requested that the risk register was considered in more detail at the next meeting of the Board.  

2.2
The register has become long and complex document with 29 risks identified.  The risks were been split into 3 categories:

· Operational Risk

· Financial Risk

· Governance, Regularity and Compliance

2.3
Some key risks appear in more than one category and many of the separate risks were very similar in nature.  In order to simplify the Risk Register and to more closely align it to the Corporate Register the 3 categories have been removed and risks have been moved into subject areas, with all risks relating to each subject area now being shown in one risk.  The 29 risks have thus been reduced to 16.  No risks have been removed from the risk register – they are simply shown in a different format.

2.4
The risk scoring matrix, by which risks are evaluated, has remained the same but a table providing a key to the Likelihood and Impact has been added to provide further clarity and ensure that scorings are aligned to those shown in the Corporate Risk Register.

2.5
The revised Risk Register is attached at Appendix 1.  The old Risk Register is attached at Appendix 2 with all amendments shown using Track Changes.
2.6
Some of the key risks such as McCloud and Matthews have had their risk rating reduced as a result of using the revised key to the scoring matrix.  This brings them in line with the scoring mechanism used in the Corporate Risk Register.  Other than this there has been little change in the key risks.  No new risks have been added to the register and none have been removed.
2.7
The highest risks remain the McCloud transitional protection age discrimination case and the Matthews and O’Brien case relating to the Modified Scheme.   More details can be found on these legal cases in the Current Pension Issues paper elsewhere on this agenda.  The workload associated with the two cases has created a difficulty in resourcing the teams undertaking the associated work.  This is also identified as a very high risk.
2.8
Legislation is due to be passed by Parliament for both the McCloud and O’Brien cases in October 23.  Draft legislation relating to McCloud has been released for consultation.  Some of the risks associated with the cases will become clearer and more measurable once legislation is passed, allowing the Service to respond and hopefully reduce the associated risks. 

2.9
The risks which score Very High on the Risk Matrix in Appendix 1 are identified in the table below:
	Risk Number
	Risk
	Comments

	1
	McCloud transitional protection remedy
	Both the risk of disruption of service and potential additional costs remain a very high risk.  This also impacts on several other risks, including the workload for the administrators once the remedy is agreed upon and communication with members.



	2
	Matthews / O’Brien
	Impact of Matthews & O’Brien case on Modified Scheme - Pension calculations need to go back to start of service rather than current date of July 2000.  Again, this impacts on several other risks.


	3
	Failure to interpret guidance or Pension Legislation correctly
	This is closely linked to risks 1 and 2.


	5
	Resources - Lack of suitably experienced staff.
	Difficulty to recruit staff with sufficient knowledge of pension schemes.  This is affecting the service’s ability to respond to data requests, particularly relating to McCloud and Matthews cases.


	3.
FINANCIAL IMPLICATIONS


Many of the risks identified in this report will have financial consequences.  Some of these are national issues and the Authority may receive additional funding to cover these costs.  Any unfunded costs will need to be met from either revenue budgets or General Fund reserves. Any financial implications for the Authority will be reported to the Finance and Resources Committee.
	4.
HUMAN RESOURCES AND LEARNING AND DEVELOPMENT IMPLICATIONS


There are human resources implications arising directly from this report, in that pension matters affect most employees. HR department staff are fully involved in pension issues to ensure that human resources implications are taken into account.
	5.
EQUALITY IMPACT ASSESSMENT


An equality impact assessment has not been carried out as this is not a new policy.
	6.      CRIME AND DISORDER IMPLICATIONS


There are no crime and disorder implications arising from this report.
	7.      LEGAL IMPLICATIONS


The Public Service Pensions Act 2013 introduced a framework for the governance and administration of public service pension schemes. This report aims to fulfil the requirement for Pension Board members to assist the Scheme Manager in ensuring that effective administration arrangements are in place.
	8.
RISK MANAGEMENT IMPLICATIONS


There are a number of risks relating to the firefighter pension schemes, and these have been presented to the Board in the form of a risk register. The Scheme Manager is responsible for ensuring that the risks identified are appropriately managed. All of the issues outlined in this report are being, or have been dealt with by close co-operation between the pension administration team and Officers.
	9.
RECOMMENDATIONS


That Board members note the content of this report.
	10.
BACKGROUND PAPERS FOR INSPECTION (OTHER THAN PUBLISHED DOCUMENTS)


None.
BECKY SMEATHERS
SCHEME MANAGER

Appendix 1
	Number
	Risk
	Likelihood
	Impact
	Risk Score
	Existing Controls
	Revised Likelihood
	Revised Impact
	Revised Score
	Further Controls Required / Comments
	Risk Owner

	1
	McCloud Transitional Protection Arrangements discrimination case.

Lack of national advice / direction over complexity of new arrangements.

Incorrect interpretation of revised legislation.
Transfer of firefighters to correct pension scheme to reflect the remedy.
Potential Costs of McCloud Remedy being implemented before legislation in place. 

Risk of fines / compensation if incorrect advice given due to complexity of the system.
	4
	4
	16VH
	Potential costs now estimated and continuation of payments approved by Policy and Strategy Committee in April 22.
Draft tax regulations and pension scheme regulation has been released for consultation which provides some indication of direction of travel, thus reducing the risk facing the Authority.
Working with WYPF LGA, local partners and Fire Finance Network.
Exercise undertaken to identify those staff who may be affected and associated impact levels. 
	3
	4
	12VH
	Continued engagement at national level – both LGA and Fire Finance Network.

Nationally procured legal advice being sought where appropriate.

Accurate Communication with members.

Additional staffing resources required to address increased workload.


	Scheme Manager

	2
	Matthews / O’Brien
Impact of Matthews & O’Brien case on Modified Scheme - Pension calculations need to go back to start of service rather than current date of July 2000.

Data unlikely to be available in order to make accurate calculations and estimations likely to be necessary.

Difficulties in identifying all those affected Members.
	4
	4
	16VH
	Memorandum of Understanding agreed between Government, FBU and LGA March 22.  

Legislation to implement a Second Options Exercise due October 23.  This is likely to take a further 18 months to implement.

LGA have set out eligibility criteria.  Those out of scope in the original exercise now to be revisited.

Following initial data collection exercise for LGA, HO and GAD, need for additional data has been identified.  This is difficult to collect and highlighting staffing resource issues.
Data has been submitted to LGA / GAD to assist with development of guidance / legislation

New Pensions Officer to oversee process.
	3
	4
	12VH
	Additional resources will be required when legislation approved and implementation starts.

	12VH

	3
	Failure to interpret guidance or pension legislation correctly.

Incorrectly applied Tax Rules, including incorrect advice given to members.

Incorrect application of McCloud remedy and Matthews remedy legislation.

Complexity of age discrimination guidance and lack of legislation make this an increased risk.
Classification of pensionable allowances


	4
	4
	16VH
	Keeping up to date with information provided through LGA / Fire Finance Network and administration circulars / briefings.

Draft tax legislation / guidance published November 22
Regular client meetings with administrators to discuss current pension issues.

Attendance at LGA pensionable allowance training seminar July 19.

Internal Review of pensionable allowances July 19.

Formal IDRP process in place for addressing individual pension disputes.

	3
	4
	12VH
	Final tax legislation imminent to be effective from April 2023 and retrospectively applied in some areas.
McCloud and Matthews legislation to be approved and operational in October 23.
	Scheme Manager

	4
	Resources

Insufficient skilled staffing resources to deliver high levels of workload resulting from risks identified in this register – predominantly McCloud and Matthews.


	4
	4
	16VH
	Failed to recruit to pensions officer post.  Alternative solution being considered.
	3
	4
	12VH
	
	Scheme Manager

	5
	Cost Cap Mechanism
4 Yearly Pension Scheme Valuation – Risk of increased contributions and affordability.
Judicial Review of cost cap mechanism (Jan 23).  This creates more uncertainty around valuation which is already several years late in being implemented.

Potential unfunded costs to pension scheme (any costs liable to Fire Authority should be met with New Burdens funding)

Additional workload to implement outcome.


	3
	3
	9H
	2016 valuation subject to Judicial Review regarding removal of improved benefits after McCloud benefits taken into account.

Changes to cost control mechanism to be implemented for 2020 valuation.  This may yet be affected by judicial review mentioned above.

Any increased costs will be implemented from April 24. 
Being kept under review by LGA and pension scheme administrators.
Marked as relatively high impact due to cost impact.
	3
	3
	9H
	Future impact on Authority budgets will be included in spending review.

The date of the next valuation is 31 March 2020.  This may again have a major impact due to McCloud.  Employer rates will not be increased until April 2024.


	Scheme Manager

	6
	Pension Board
High turnover of Board members.

Training and understanding of members of the pension board.

Meetings not quorate.

Potential conflict of interest for members of Pension Board.

	3
	3
	12VH
	National training provided by LGA and CIPFA.
Regional / local training on key topics.


Training session undertaken as part 2 of e Pension Board as required.

Training Register kept up to date.

Pension board members to declare any conflicts and potential conflicts of interest on appointment to the Board and on an ongoing basis.  This is kept on a Conflict of Interest Register.

Covered by Pension Governance Audit which provided substantial assurance.


	3
	3
	9H
	Provide training to address knowledge gaps identified: on-going.

Skills and knowledge audit of the Board and key staff.


	Scheme Manager

	7
	Pension software supplier disruption

	2
	4
	8H
	Only 2 suppliers in the market, giving a lack of resilience.

Software suppliers involved with McCloud discussions.
Agreement to update software prior to legislation changes.
	2
	4
	8H
	
	Scheme Manager

	8
	Administration

Administration process failure/ maladministration.
Unexpected termination of administration contract.

Increase in administration charges.
Increased risk with additional workload related to age discrimination remedy and Matthews / O’Brien case.

	3
	4
	12VH
	Administrators appointed on 5 year contract with option to extend.  Costs could still escalate given additional McCloud work, although WYPF represent approximately half of all Fire Services, and costs will be spread across them all.
WYPF are a large supplier with good resilience procedures. 
Pension Governance Audit judged as Substantial Assurance.

Formal agreement in place with administrator to include SLA and performance indicators against defined criteria, which are reported to Pension Board.
National advice and guidance from Pensions Adviser at the Local Government Association.


	2
	4
	8H
	Monitoring of SLA

Monitor costs related to McCloud.

Monitor risk of financial loss should maladministration occur.
Review of Pension Administration Strategy


	Scheme Manager



	9
	Member Communications

Communications with Members may not meet statutory requirements.
Annual Benefits Statements to be issued by statutory deadline.

	4
	4
	16VH
	Information is sent to those members who are breaching or close to breaching the Annual Tax Allowance.

Communications to starters, leavers and those whose circumstances change are generally good, with processes embedded.
Communications with Members around McCloud case is undertaken in partnership with WYPF and other regional FRSs.

Data supplied by NFRS in accordance with template and subject to checking by pension administrator.

ABS statutory deadline achieved for last 4 years.


	2
	4
	8H
	Additional communication required due to ongoing age discrimination case.
	Scheme Manager

	10
	Impact of Future Court Cases

Risk of increased potential work load and costs.
	2
	4
	8H
	Monitoring of national situation via LGA updates and training.

Liaison with Scheme Administrators.
	2
	4
	8H
	
	Scheme Manager

	11
	Cyber Risk
	2
	4
	8H
	Fire Walls / ICT processes / appropriate accreditation.
Administrators have robust procedures in place.
Internal Audit undertaken 2023.


	2
	4
	8H
	
	Scheme Manager

	12
	Data

Member data and records incomplete or inaccurate.

Non-compliance with GDPR (General Data Protection Regulations)
	3
	3
	9H
	Full review of records undertaken post transfer of pension administration to WYPF.

Pension benefit statements issued on annual basis.  Any identified errors in records rectified as part of the process.

Guaranteed Minimum Pension Reconciliation to HMRC records completed 2022. No major errors and all minor errors have been corrected.
Regular reconciliation between payroll and Administrator records.  Monthly data returns now in place.

Internal Pension Audits.

GDPR covered within organisation’s wider GDPR controls.
Data Privacy Notice reviewed in 2019.

	2
	3
	6M
	Improved recording of data within ITrent.


	Scheme Manager

Pension Scheme Admin

	13
	Accounting Errors
Pension Fund Accounting mistakes.

Collection of Incorrect Employer Contributions.


	3
	3
	9H
	Checks undertaken by accountancy and HR of ill health and injury charges which has shown they are correctly charged to the Authority, not the Pension fund.

GMP checks have highlighted prior year errors that are in the process of being corrected.

Internal audit reports provide substantial assurance.
Strong procedures in place – especially surrounding tapering between schemes.

Received positive Internal Audit assurance.
Staff appropriately skilled and trained.

	2
	3
	6M
	Keep under review using national guidance, audits and reconciliations.
Include in Internal Audit Reviews.

	Scheme Manager

	14
	Business Continuity
Operational disaster fire/flood for example.
Systems failures.
	1
	4
	4M
	Business continuity procedures in place for Pensions Administrator (WYPF) and are embedded in their corporate plans.
Business continuity plans in place Finance and Payroll Team (NFRS).  These were reviewed in 2022.


	1
	4
	4M
	
	Pensions Admin Manager

Scheme Manager



	15
	Joint Pension Board

Creation of Joint Pension Board – impact on scheme governance / reputational risk
	2
	2
	4L
	Working closely with Derbyshire and Leicestershire Pension Boards to ensure governance of individual scheme is not weakened through creation of joint board
	2
	2
	4L
	This is on hold at present.
	Pension Board
Scheme Manager

	16
	Fraud

Fraudulent behaviour, including members forgetting to provide updated information
	1
	3
	3M
	NFRS Internal financial processes. 

Check incoming and outgoing scheme funds against schemes forecast – reconciliation process. 

Internal audit have reviewed processes as part of their pensions audit which was judged to provide substantial assurance.
Appropriate procedures in place with finance team.

	1
	3
	3M
	Conduct regular fraud monitoring process of incoming contributions payments against the schedule of contributions. 

Consider periodic information check with retired members.


	Scheme Manager


Risk Scoring Matrix
The following Matrix is used to assess the level of risk posed to the service.  Risks which pose a high or very high risk are recorded, manged and monitored via the corporate risk register with oversight at a Strategic Level.  
	Likelihood
	5
	Medium
	High
	V High
	V High
	V High

	
	4
	Medium
	High
	V High
	V High
	V High

	
	3
	Medium
	Medium
	High
	High
	High

	
	2
	Low
	Low
	Medium
	Medium
	Medium

	
	1
	Low
	Low
	Low
	Low
	Low

	
	
	1
	2
	3
	4
	5

	
	
	Impact


	Likelihood

	Rating
	Score
	Likelihood issue will occur

	Almost Certain
	5
	Almost certain within the coming year.

	Likely
	4
	Very likely to occur in coming year

	Possible
	3
	More likely than not in coming year

	Unlikely
	2
	Potential, but not often

	Rare
	1
	Little evidence of occurrence

	Impact

	Rating
	Score
	Impact of issue occurring

	Severe
	5
	Permanently or long disruption

	Major
	4
	Medium-term disruption

	Moderate
	3
	Short term disruption

	Minor
	2
	Day to day management

	Negligible
	1
	Little or no impact on Service
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	Number
	Risk
	Likelihood
	Impact
	Risk Score
	Existing Controls
	Revised Level
	Revised Impact
	Revised Score
	Further Controls Required / Comments
	Risk Owner

	
	
	
	
	
	
	
	
	
	
	

	1
	McCloud Transitional Protection Arrangements discrimination case.

Lack of national advice / direction or over complexity of new arrangements.

Incorrect interpretation of advice / incorrect calculations of adjustments



Transfer of firefighters to correct pension scheme to reflect the remedy.


Potential Costs of McCloud Remedy being implemented before legislation in place. 

Risk of fines / compensation if incorrect advice given due to complexity of the system.


	54
	54
	2516VH
	Potential costs now estimated and continuation of payments approved by Policy and Strategy Committee in April 22.

Draft Tax regulations and pension scheme regulation relating to McCloud has been released for consultation which provides some indication of direction of travel, thus reducing the risk facing the Authority.

Working with LGA, local partners and Fire Finance Network

WYPF have skill and knowledge and are able to advise.


Exercise undertaken to identify those staff who may be affected and associated impact levels.  Report considered by Policy and Strategy Committee April 22.

Additional resources have been procured to assist with scheme management.


	53
	54
	2512VH
	Continued engagement at national level – both LGA and Fire Finance Network.

Nationally procured legal advice being sought.

Accurate Communication with members.


	Scheme Manager

	2
	Failure to interpret rules or pension legislation correctly.

Incorrectly applied Tax Rules, including incorrect advice given to members.




Complexity of age discrimination guidance and lack of legislation make this an increased risk.
Classification of pensionable allowances
Incorrect application of McCloud remedy legislation.


	4
	4
	16VH
	

Keeping up to date with information provided through LGA / Fire Finance Network and administration circulars / briefings.

Lack of advice from HMT

Draft tax legislation / guidance published November 22
Regular client meetings with administrators meetings to discuss current pension issues.

Attendance at LGA pensionable allowance training seminar July 19.

Internal Review of pensionable allowances July 19.

Formal IDRP process in place for addressing individual pension disputes

LGA Bulletin to be reviewed by Pension Board.


	3
	4
	
16VH
	Awaiting advice / guidance from HMRC / Treasury

LGA procuring legal advice.

Scheme Advisory Board looking at developing common list of benefits to be included in pensionable pay.

Final tax legislation imminent to be effective from April 2023 and retrospectively applied in some areas.
	Scheme Manager

	3
	Matthews / O’Brien
Impact of Matthews & O’Brien case on Modified Scheme - Pension calculations need to go back to start of service rather than current date of July 2000.

Data unlikely to be available in order to make accurate calculations and estimations likely to be necessary.

Difficulties in identifying all those affected Members.
	3
	4
	12VH
	Memorandum of Understanding agreed between Government, FBU and LGA March 22.  

Legislation to implement a Second Options Exercise due October 23.  This is likely to take a further 18 months to implement.
LGA have set out eligibility criteria.  Those out of scope in the original exercise now to be revisited.

Following initial data collection exercise for LGA, HO and GAD, need for additional data has been identified.  This is difficult to collect and highlighting staffing resource issues.
Data has been submitted to LGA / GAD to assist with development of guidance / legislation

New Pensions Officer to oversee process.
	3
	4
	12VH
	.is in process of being reviewed and gaps identified.
Additional resources will be required when legislation approved and implementation starts.

	Scheme Manager

	4
	Data
Member data and records incomplete or inaccurate.

Non-compliance with GDPR (General Data Protection Regulations)
	3
	43
	12VH
9H
	Full review of records undertaken post transfer of pension administration to WYPF.

Pension benefit statements issued on annual basis.  Any identified errors in records rectified as part of the process.

Guaranteed Minimum Pension Reconciliation to HMRC records 2017. No major errors and all minor errors have been corrected.
Regular reconciliation between payroll and Administrator records.  Monthly data returns now in place.
Internal Pension Audits.


GDPR covered within organisation’s wider GDPR controls.
Data Privacy Notice reviewed in 2019.

	2
	3
	
6M
	Introduction of monthly returns from NFRS (Iconnect) to reduce risk of data errors or missing data and reduce impact of year end work.  This is being progressed.

Improved recording of data within ITrent.

Implement Data Improvement Plan once data audit complete.

	Scheme Manager

Pension Scheme Admin

	5
	Resources

Insufficient skilled staffing resources nationally to deliver high levels of workload resulting from risks identified in this register.


	4
	4
	16VH
	Failed to recruit to pensions officer post.  Alternative solution being considered.
	3
	4
	12

	
	Scheme Manager

	6
	Cost Cap Mechanism
4 Yearly Pension Scheme Valuation – Risk of increased contributions and affordability.
Judicial Review of cost cap mechanism (Jan 23).  This creates more uncertainty around valuation which is already several years late in being implemented.

Potential unfunded costs to pension scheme (any costs liable to Fire Authority should be met with New Burdens funding)

Additional workload to implement outcome.


	3
	3
	9H
	2016 valuation subject to Judicial Review regarding removal of improved benefits after McCloud benefits taken into account.

Changes to cost control mechanism to be implemented for 2020 valuation.  This may yet be affected by judicial review mentioned above.

Any increased costs will be implemented from April 24

Being kept under review by LGA and pension scheme administrators.
	3
	3
	9 H
	Future impact on Authority budgets will be included in spending review.

The date of the next valuation is 31 March 2020.  This may again have a major impact due to McCloud.  Employer rates will not be increased until April 2024.


	Scheme Manager

	7
	Pension software supplier disruption.  


	2
	4
	8H
	Software suppliers involved with McCloud discussions.

Agreement to update software prior to legislation changes.
	2
	4
	8H
	
	Scheme Manager

	9
	Administration

Administration process failure/ maladministration.
Unexpected termination of administration contract.

Increase in administration charges.
Increased risk with additional workload related to age discrimination remedy and Matthews / O’Brien case.

	3
	4
	12VH
	Administrators appointed on 5 year contract with option to extend.  Costs could still escalate given additional McCloud work, although West Yorkshire Pension Fund represent several Fire Services, and costs will be spread across them all.

WYPF are a large supplier with good resilience. 
Regular client meetings take place to discuss any issues...


.

Pension Governance Audit judged as Substantial Assurance.

Formal agreement in place with administrator to include SLA and performance indicators against defined criteria, which are reported to Pension Board.
National advice and guidance from Pensions Adviser at the Local Government Association.


	2
	4
	8H
	
Monitoring of SLA

Monitor costs related to McCloud.

Monitor risk of financial loss should maladministration occur.
Review of Pension Administration Strategy


	Scheme Manager



	
	
Amalgamated with Data Risk
	
	
	
	



	
	
	
	
	

	
	
Included in Administration Risk

	
	
	
	

	
	
	
	
	

	12
	Business Continuity
Operational disaster fire/flood for example.
Systems failures
	1
	4
	4M
	Business continuity procedures in place for Pensions Administrator (WYPF).

Business continuity plans in place Finance and Payroll Team (NFRS).  These were reviewed in2022.

Business Continuity Plans for the administrators are embedded in their corporate plans.


	1
	4
	4M
	
	Pensions Admin Manager

Scheme Manager



	
	
	
	
	
	
	
	
	
	
	

	
	



Included in McCloud Risk
	
	
	
	



	
	
	
	

	

	
	
Included in Cost Cap Mechanism
	
	
	
	



	
	
	
	


	

	15
	Accounting Errors
Pension Fund Accounting mistakes
Collection of Incorrect Employer Contributions

	3
	3
	9H
	Checks undertaken by accountancy and HR of ill health and injury charges which has shown they are charged to the Authority, not the Pension fund.

GMP checks have highlighted prior year errors that are in the process of being corrected.

Internal audit reports provide substantial assurance.
Ensure correct procedures in place – especially surrounding tapering between schemes.

Received positive Internal Audit assurance.

	2
	3
	6M
	Keep under review using national guidance, audits and reconciliations.
Include in Internal Audit Reviews.

	Scheme Manager

	
	
Included in Administration Risk
	
	
	
	
	
	
	
	

	

	
	
Included in Accounting Errors
	
	
	
	

	
	
	
	
	

	18
	Fraudulent behaviour, including members forgetting to provide updated information
	1
	4
	4M
	NFRS Internal financial processes. 

Check incoming and outgoing scheme funds against schemes forecast – reconciliation process. 

Internal audit have reviewed processes as part of their pensions audit which was judged to provide substantial assurance.


	1
	3
	3M
	Conduct regular fraud monitoring process of incoming contributions payments against the schedule of contributions. 

Consider periodic information check with retired members.


	Scheme Manager

	
	
	
	
	
	
	
	
	
	
	

	
	
Included in Failure to interpret rules or pension legislation correctly

	
	
	
	








	
	
	
	

	

	20
	Member Communications
Communications with Members may not meet statutory requirements.
Annual Benefits Statements to be issued by statutory deadline

	4
	4
	16VH
	
Information is sent to those members who are breaching or close to breaching the Annual Tax Allowance.

Communications to starters, leavers and those whose circumstances change are generally good, with processes embedded.
Communications with Members around McCloud case is undertaken in partnership with WYPF and other regional FRSs.
Data supplied by NFRS in accordance with template and subject to checking by pension administrator.

ABS statutory deadline achieved for last 4 years.


	2
	4
	8H
	Additional communication required due to ongoing age discrimination case.
	Scheme Manager

	21
	Pension Board
High turnover of Board members
Training and understanding of members of the pension board.
Meetings not quorate
Potential conflict of interest for members of Pension Board.

	3
	3
	12VH
	National training provided by LGA and CIPFA.
Regional training on key topics.


Training session undertaken as part 2 of each Pension Board.

Training Register kept up to date.

Pension board members to declare any conflicts and potential conflicts of interest on appointment to the Board and on an ongoing basis.  This is kept on a Conflict of Interest Register.

Covered by Pension Governance Audit which provided substantial assurance.


	3
	3
	9H
	Provide training to address knowledge gaps identified: on-going.

Skills and knowledge audit of the Board and key staff.


	Scheme Manager

	
	
Included in Member Communications
	
	
	
	



	
	
	
	


	

	23
	Impact of Future Court Cases.

Risk of increased potential work load and costs.
	2
	4
	8H
	Monitoring of national situation via LGA updates and training.

Liaison with Scheme Administrators.
	2
	4
	8H
	
	Scheme Manager

	24
	Cyber Risk
	2
	4
	8H
	Fire Walls / ICT processes / accreditation

Administrators have robust procedures in place.
	2
	4
	8H
	
	Scheme Manager

	
	
Included in Pension Board
	
	
	
	
	
	
	
	
	

	26
	Creation of Joint Pension Board – impact on scheme governance / reputational risk
	2
	2
	4L
	Working closely with Derbyshire and Leicestershire Pension Boards to ensure governance of individual scheme is not weakened through creation of joint board
	2
	2
	4L
	This is on hold pending appointment of new pension administrators.
	Pension Board

	
	
Included in Business Continuity
	
	
	
	
	
	
	
	
	

	
	
Included in Failure to interpret rules or pension legislation correctly


	
	
	
	



	
	
	
	
	

	
	
Included in Pension Board Risk
	
	
	
	




	
	
	
	
	


Risk Scoring Matrix
The following Matrix is used to assess the level of risk posed to the service.  Risks which pose a high or very high risk are recorded, manged and monitored via the corporate risk register with oversight at a Strategic Level.  
	Likelihood
	5
	Medium
	High
	V High
	V High
	V High

	
	4
	Medium
	High
	V High
	V High
	V High

	
	3
	Medium
	Medium
	High
	High
	High

	
	2
	Low
	Low
	Medium
	Medium
	Medium

	
	1
	Low
	Low
	Low
	Low
	Low

	
	
	1
	2
	3
	4
	5

	
	
	Impact


	Likelihood

	Rating
	Score
	Likelihood issue will occur

	Almost Certain
	5
	Almost certain within the coming year.

	Likely
	4
	Very likely to occur in coming year

	Possible
	3
	More likely than not in coming year

	Unlikely
	2
	Potential, but not often

	Rare
	1
	Little evidence of occurrence

	Impact

	Rating
	Score
	Impact of issue occurring

	Severe
	5
	Permanently or long disruption

	Major
	4
	Medium-term disruption

	Moderate
	3
	Short term disruption

	Minor
	2
	Day to day management

	Negligible
	1
	Little or no impact on Service


